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Abstract

High Quality of Service between interconnected devices is a critical factor in ensuring smooth operation.
With the rapid increase of numbers of Internet of Things devices seen within home networks and the amount
of network traffic they generate, it has never been more important to automatically prioritise network traffic.
This paper conducts a review into existing solutions to this problem and identifies a gap in the market. An
Artificial Intelligence powered traffic prioritisation engine is proposed which automatically prioritises traffic

based on attributes.

1 Introduction

The Internet of Things (IoT) is defined as “develop-
ment of the internet in which many everyday objects
are embedded with microchips giving them network
connectivity, allowing them to send and receive data”
(Oxford English Dictionary, 2025). The number of IoT
devices have risen by approximately 10 trillion devices
between 2019 and 2024, with this number predicted to
grow to approximately 40 trillion by 2034 (Transforma
Insights, 2025).

Smart home devices are a sub-category of IoT devices,
providing technological function to non-technical de-
vices. Some smart home devices are designed to com-
municate via WiFi or Ethernet protocols while others
are designed to communicate using specialist protocols
such as Zigbee or Z-Wave. Regardless of protocols
the devices use to communicate - they will all gen-
erate some level of traffic on the Local Area Network
(LAN) which they are connected to, whether this be
for smart-phone control or receiving firmware updates.
Smart home devices can often be combined together to
create automations (Phillips Hue, n.d.-a), the software
for which is designed to be end-user friendly allowing
them to simply connect different appliances together
(Phillips Hue, n.d.-b).

Within networking, an important requirement is Qual-
ity of Service (QoS). QoS is the idea of ensuring that
the devices on the network are able to use enough band-
width ensuring minimal functionality; and where the
minimal bandwidth of the network is not enough, QoS
prioritises high-priority over low-priority applications
(Fortinet, n.d.). QoS is important in any network, es-
pecially within a domestic LAN where there are often
high numbers of devices fighting for bandwidth, includ-
ing IoT devices which can cause congestion on the net-

work (Crissy Joshua, 2025).

This paper will first explore the background, gaining
an understanding of the uprising of IoT. The under-
lying problem will be defined and a solution proposed
utilising global usage data to construct an automated
Artificial Intelligence (AI) traffic prioritisation model.

2 Background & Related Works

IoT devices are being seen more and more in the do-
mestic setting. A survey (Stannard et al., 2020) found
that approximately 140 out of 2000 people owned a
smart kitchen appliance. This number is on the rise,
with 40 of those claiming to have purchased their ap-
pliance within the previous five months (Stannard et
al.; 2020). These devices are often seen functioning
in the paradigm of Machine-to-Machine (M2M) where
the device is directly connected to another and the in-
ternet. While this can be a benefit to the automation
of mundane daily tasks such as ordering more milk,
IoT devices are often vulnerable and provide malicious
actors easy targets to compromise whole networks (Ke-
bande et al., 2017). Proofpoint (2014) discovered that
over two weeks, approximately one million spam emails
were sent from IoT devices. This type of attack is not
uncommon (Bitdefender, 2025) with IoT devices at-
tempting to be compromised on average 30 times a day.
Each attack can use a significant amount of network
bandwidth with one attack causing 3.7GB to be trans-
mitted from one device in one day (Mark Tyson, 2024).
According to Ofcom (2024) the average household daily
data usage in the UK is approximately 17GB. There-
fore an increase of over a fifth with a compromised IoT
device on the network will have a negative effect on the
QoS to the other users of the network.
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An experimental traffic prioritisation system devel-
oped by Attia et al. (2019) uses a series of prioritised
queues to organise traffic based on the required QoS
as well as the needed Quality of Enjoyment (QoE).
This combination allows for a more detailed prioriti-
sation structure, for example recognising that CCTV
systems could work on 7 frames per second (fps), but
a TV requires a higher frame rate starting at 60 fps.
The system explored how assigning a packet a maxi-
mum allowable delay offered them the ability to hold
less-sensitive traffic, which whilst degraded individual
devices network performance, did perform better over-
all compared to existing solutions. Attia et al. (2019)
found that the system worked, demonstrating the im-
portance of understanding the data on the network and
the QoS required to maintain sufficient QoE.

Hager et al. (2012) developed an experimental traffic
control system system for ethernet networks in which
they ranked traffic from high priority control traffic;
to time critical smart home applications; to all other
smart home applications; and finally best effort. A
higher class of traffic does not necessarily mean that
there is a higher data-rate, or a higher frequency of
transmission, rather recognising that when a packet of
this class is detected - it’s delivery is more important
than others. Their study used a Linux server to run
a bespoke traffic control algorithm which analysed the
traffic on the network and through automatic identifi-
cation of the packet’s class using the destination port,
it could be prioritised. A traffic measurement database
added a heuristic for deciding to dynamically increase a
traffic class’ data rate. Their system also provided the
capabilities for some networked devices to be assigned
to a separate priority class - as to not impact the smart
home devices while sharing the same network (Hager
et al., 2012).

The traffic prioritisation systems presented by both
Hager et al. (2012) and Attia et al. (2019) were suc-
cessful in what they set out to achieve. Both present
a different yet similar approach, with a common el-
ement being that they require some amount of addi-
tional hardware to run the application in addition to
the router existing already in the network. Neither
solution are especially applicable to domestic settings,
due to their high complexity of implementation and
operation.

There are a number of existing solutions to QoS man-
agement within domestic LANs. TP-Link provides in-
structions for configuring a built-in QoS feature within
their Deco product range (TP-Link, 2024). UniFi also
provide a more feature-rich set of options for manag-
ing QoS within the Network function of their gateway
products (UniFi, n.d.). The UniFi options provide a
comprehensive and granular set of controls to limit
and/or prioritise traffic to/from certain devices on a
schedule. This is a good solution as it provides the level
of control that some users may be comfortable using;
however it requires a substantial amount of technical
knowledge to be able to define these policies.

3 The Problem

The underlying problem with QoS within domestic
LANSs is twofold; firstly the sheer volume of devices
are to blame where the second issue, a poorly con-
figured LAN, amplifies the QoS issues experienced.
The first problem isn’t solvable - people generally like
ToT devices, finding them beneficial to their daily life
(Kennedy et al., 2024). That leaves the second prob-
lem: poor QoS management within domestic networks.

There are existing solutions to this problem available
on the market. However these existing solutions re-
quire an above-average technical ability to be able to
implement and maintain them. Even the domestic
options such as TP Link’s offering require an under-
standing of technical network management to be able
to effectively configure this; where someone with a
menagerie of disparate smart home devices may not
have these skills and therefore not be able to reap the
benefits of them, leaving them with a poorly configured
network with significant performance issues.

4 Proposed Solution

The proposed solution is to develop an application
which is capable of running on domestic routers that
automates traffic prioritisation ensuring good QoS
while ensuring it is suitable for non-technical users to
use. This solution may be applicable for some users,
and not to others. The feasibility of implementing a
product like this has not been studied as part of this

paper.

This proposed application is powered by Artificial In-
telligence (AI) wherein all routers running the appli-
cation pass the cloud-based global Al model details of
the traffic on the network and the model determines the
priority of traffic based on its properties. These prop-
erties would include factors such as the type of device,
the port used, usage patterns of the device, as well as
any optional user defined priorities. The same model
is being used by all routers running this application, to
provide the model a vast dataset for rule generation.

The AI powered traffic prioritisation engine works in
real time, where new devices or changes in existing de-
vices are detected, the priority of all device on the net-
work will be altered to suit current network conditions.
A flowchart showing this process can be seen in Figure
1. Furthermore, it would be possible for this applica-
tion to detect compromised device traffic and alert the
user while automatically isolating the infected device
to prevent subsequent infection of other devices within
their network further aiding overall QoS for devices on
the network.

There are a number of ethical considerations with this
proposal. The key concern would be with the amount
of data which needs to be shared with the Al model
not just in the training stage but also in the utilisation
stage. There would be a need to consider what data
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the router needs to pass on, and what does not need to
be passed on. For example, it would not be needed to
pass on the contents of the payload of a frame, rather
just the source and destination / port.
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Figure 1: Proposed solution flowchart of operations

5 Conclusion

From this research, it can be clearly see that QoS is a
significant and going concern within domestic LANS,
especially those containing any number of IoT devices,
which are on the rise. The competition between these
devices fighting for network space to be able to commu-
nicate as they wish causes congestion on the network
which leads to degraded QoS for other devices. Often
the non-technical users administering their domestic
networks do not have the skills to be able to manually
prioritise network traffic, therefore the proposed solu-
tion would work towards a hands-off solution to this
problem suitable for many domestic networks.
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